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EDITORIAL

With great arrogance I quote in Latin, trying to reverse the course of history that Cicero (noble author of the original
Latin quote "mala tempora currunt sed peiora parantur") had interpreted in a decidedly negative sense.

The essence of Cicero's saying was that ill-fated events would occur during his life time, preparing everyone for the
worst future misfortunes.

The intent of the more modest Giovanni Fagioli, arrogant in his sense of emulation and whose desire is to invert ten-
dency, is to foresee better times.

After such an opening, an explanation is deemed necessary. In these days, as always, I find myself hanging out in the
offices after the August vacation month, and, as often happens, I try not to miss anything. After so much thunder, it
finally rained, and the first ship departed. Perhaps as long as things were not tangible, people’s moods were not
spoiled. Perhaps I say, because the object of my observation was the widespread sadness in the faces of my
"Maritimes". And it is not difficult for me to imagine that the same mood / climate is common to the crews.

Well, now it's time to put on our best smile and pay homage to my Latin wish.

The only condition: no formal faces and plastic smiles required, no matter what the world forces us to do, we only
need a convinced reaction.

A convinced reaction that translates into positive attitudes, renewed commitment to doing the same things, and in the
same way we have always done, with unchanged imagination, initiative and availability.

Not so much to please me but a bit of our healthy ruthlessness and boldness is needed to try and trick fate, like a
pinned trademark so that depression does not condition our performance.

mala tempora currunt sed meliora parantur

Mala tempora currunt sed meliora parantur

Giovanni Fagioli
(g.fagioli@finaval.com)
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Chief Happiness Officer

HUMAN RESOURCES AREA

It’s called Chief Happiness Officer, it comes from the United States and promotes happiness at the workplace. Not that
studies establishing the underlying theory were necessary, but in an increasingly competitive market where talent is continu-
ously tempted by different organizations, happiness has become an indicator of corporate health.

Few companies actually measure happiness, and when they do, they often do so with traditional indicators such as low turno-
ver and absenteeism, instead of using new parameters such as satisfaction, brand growth and injury reduction.

The first approach that a company must develop is the consideration that staff should no longer be seen as a simple replacea-
ble number - this is already a big step forward.

The second approach is the need to develop certain behavior.

Let's start by helping others

What have you done recently to make a colleague happy? No, let's not talk about doing the job for him so he could read the
paper; or badge on his behalf so he could go rowing. We are talking about acts of kindness towards a colleague (offer help
with a project, make a sincere compliment, put a smile on his/her face at a difficult time, offer a coffee, etc). If a colleague is
in trouble, instead of talking with others behind his/her back, help him/her.

Dedicate time to colleagues

Connect with people and maintain this bond.
A good corporate bond will help us smile more, relieve tension, stimulate creativity and improve performance.

Don’t stop, learn new things

Try doing things for the first time; learn from a colleague, follow the modus operandi of the boss, read a book about a topic
that can help you on the job. Learning new things makes us feel good, keeps us curious and enthusiastic, and also gives us a
sense of success and fulfillment that increases our self-confidence.

Stay positive

In addition to making us feel good, positive emotions allow us to work better by increasing our ability to face negative situa-
tions and giving us greater flexibility. Train yourself to stay positive in any situation and to see the glass half full by carrying
out tasks that make you feel good, smiling and saying something positive when arriving at the office. You may be surprised
by other people’s reaction.
Leave out all negativity.

Be comfortable with yourself

On this aspect, we suggest asking a colleague or the boss to tell you what they think are your strengths, so you can use them
more on the job. Try being kind to yourself just like you are with others (hoping you are).
See your mistakes as an opportunity for growth (how many times have you suggested that to your colleagues when they felt
down, but failed to do it for yourself?) And celebrate your successes, even if they are small.

Develop resilience

Resilience is the “capacity of a material to absorb a shock without breaking"
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In psychology, it is “the ability of an individual to face and overcome a traumatic event or a period of difficulty". So, the abil-
ity to manage stress in a healthy way, reflecting before acting and keeping a certain distance from the problems, which does
not mean running away and dodging them by hiding, but analyzing them externally. We will gain a higher sense of esteem
and satisfaction, we will also be able to help our colleagues more and we will suffer less from the negative effects of stress.

A possible decalogue?

1 I CHOOSE TO BE HAPPY AT WORK

2 I CAN BE HAPPY AT WORK.

3 MY HAPPINESS AT WORK IS MY RESPONSIBILITY.

4 KNOWING WHAT MAKES ME HAPPY OR UNHAPPY AT WORK IS MY RESPONSIBILITY.

5 LETTING OTHERS KNOW WHAT MAKES ME HAPPY OR UNHAPPY AT WORK IS MY RESPONSIBILITY.

6 SOMETHING WILL HAPPEN WHEN I DO SOMETHING.

7 I KNOW THAT MY HAPPINESS AT WORK AFFECTS MY HAPPINESS OUTSIDE OF WORK.

8 I KNOW THAT HAPPINESS AT WORK AFFECTS MY HEALTH.

9 I MAY END UP SPENDING MOST OF MY WAKING HOURS AT WORK I WANT TO MAKE THOSE HOURS

COUNT.

10 IT’S OK TO HAVE A BAD DAY AT WORK

11 I DO MY BEST WORK WHEN I’M HAPPY.

12 THERE’S NO SUCH THING AS TOO MUCH HAPPINESS.

13 I RECOGNIZE THAT HAPPINESS AT WORK ALSO COMES FROM THE TIME I DON’T SPEND AT WORK.

14 I RECOGNIZE THAT HAPPINESS AT WORK IS DIFFERENT FOR EVERYONE.

15 HAPPINESS AT WORK IS SOMETHING I CREATE NOW.

16 I RECOGNIZE THAT HAPPINESS AT WORK DOESN’T COME FROM THE ABSENCE OF BAD THINGS IN THE

WORKPLACE.

17 HAPPINESS AT WORK IS INFECTIOUS— I WILL BE A CARRIER.

18 THE BEST WAY TO MAKE MYSELF HAPPY AT WORK IS BY MAKING OTHERS HAPPY AT WORK.

19 I WILL TAKE TIME TO DO THIS.

20 I WILL FIX MY JOB OR QUIT.

21 HAPPINESS AT WORK AIN’T ROCKET SCIENCE.

22 I GIVE FIRST.

23 I RECOGNIZE THAT A HIGHER SALARY WILL NOT MAKE ME HAPPY AT WORK.

24 I RECOGNIZE THAT POWER, STATUS SYMBOLS, A CORNER OFFICE OR EVEN ACCESS TO THE CORPO-

RATE JET WON’T MAKE ME HAPPY AT WORK.

25 HAPPINESS AT WORK COMES FROM THE THINGS YOU AND I DO HERE AND NOW.

Gabriele Arveda
(g.arveda@finaval.com)
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Information campaign on the consultation of medical records of the FINAVAL personnel on board and in offices

PHYSICIAN DOCTOR FRANCESCO AMENTA
HEALTH NEWS

During the health surveillance visit, the Physician Doctor releases the personal password in a sealed envelope. The
password will decrypt the file that will be received.
The seafarer / employee signs during the visit his personal consent to the processing of sensitive data together with
the receipt of the password.

After a few weeks from the health surveillance visit the seaman / employee will receive an email with the encrypted
file containing the personal medical record.
With the password you can view and decrypt the file and print / save your medical record.

For each visit carried out the seaman /employee will always receive a new encrypted password and a new personal
medical record.

This is the standard format:

Roma, 11 December 2017
Mr. xxxxxxxxx

MT (es.:ISOLA BIANCA)

Dear Mr . xxxxxxxxx

I am writing to summarize the results of my medical visit done on the 06 December 2017 when

the ISOLA BIANCA was in Sarroch (Italy). As you already know by having received the fitting

certificate, your health status was fine and suitable for your actual duty on board.The examina-

tions done included:

Information campaign on the consultation of medical records

Medical check-up, Normal, no pathologic postures assessed

Body mass index (BMI) 30.19

Arterial pressure (mmHg) 110/70

Electrocardiogram (ECG) Normal

Spirometry Normal

Urine analysis Normal

Posture evaluation Normal

Blood Glucose 113

Nedo Colombo
(n.colombo@finaval.com)
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DEFINITION

A safety management system (Finaval’s ISM & QSE) is purposeful arrangements for ensuring that safety is secured, people
are protected from injury and harm, and the environment and property are not damaged.

RATIONALE

In the shipping business, there is a moral, legal and financial imperative to implement an effective safety management sys-
tem. In the international maritime industry, there is a legal requirement to have in place a safety management system under
the ISM Code.

CONTENT

Safety Management systems is designed to help Company meet our health and safety obligations and forms and related docu-
mentation a fundamental and mandatory part of Company’s risk management strategy.
Company’ safety management system adopt the Plan, Do, Check, Act cycle based on quality assurance principles, according
to the ISO 9001 integrated requirements.

Safety Management System
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PLAN

The safety management system contain mission statement of the Company, which intent regarding its approach to safety
management. This comes in the Company’s Policies in the ISM Manual, to set out the Company’s obligations to comply with
National and International rules and regulations.
In planning to manage safety, Company needs to measure its performance, setting out KPIs (key performance indicators), can
help define the standards of health and safety that Company expects to achieve ‘ZERO INCIDENTS’.
The Health and Safety Executive distinguishes between active and reactive indicators:

 Active indicators are those that influence safety performance, such as the number of staff whose safety training is up
to date; - Reactive indicators are the measures of when things have already gone wrong, such as accidents and inju-
ries.

 
These are also known as leading and lagging indicators.

DO

To be effective, a safety management system needs to specify the organisational structure and mechanisms for implementing
policy. As a starting point, a Company have a detailed understanding of its operations and the risks that accompany it (QSE
Procedures integrated Manual Section 02 – Scope and Revision and ANNEXs): who or what might be harmed and to what
extent, the likely consequences of any failures in the management of safety and which failures happen the most often. Legal-
ly, companies are obliged to keep risks to as low as reasonably practicable, referred to ANNEX Section 02 – Risks and Op-
portunities Assessment and Section 16 Hazard Identification, Risk Assessment & Control, understanding risks profiles helps
Company to prioritise resources to eliminate or reduce risks to the acceptable level (As Low As Reasonably Practicable).
Once the risk profile is known, an effective organisational structure needs to be put in place to help deliver the standards of
health and safety expected. Accountability for health and safety needs to be specified, roles and responsibilities defined, re-
sources allocated, and the workforce involved in having a shared understanding of how to keep risks to a minimum. Once the
organisational arrangements are in place, Company needs to implement its plan;
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what measures will it put in place to both protect against and prevent harm and damage?

 Safety Climate Survey (CEO & Senior Leader Visit on board; Company Superintendent Visit on board)
 Communication (open and effective)
 Empowerment (Individual feel empowered to successfully fulfil their own safety responsibility)
 Feedback (Management response to safety issues and concerns are timely)
 Mutual Trust (Relationships are characterised by mutual – trust)
 Problem Identification (Potential problems are readily identified)
 Promotion of Safety (Managers lead in promoting safety as core value in the Company)
 Responsiveness (Crew members to the demands of the job, including unexpected events and emergencies)
 Safety Awareness (A strong sense of safety awareness pervades the Company)
 Behaviour-based Safety Management (Employee-driven process to control unsafe behaviour and to encourage pro-

safe behaviour)

CHECK

A critical part of any effective safety management system is the process of monitoring, evaluating and investigating health
and safety performance. Safety performance is not limited to recording accidents, incidents and lost time injuries. An effec-
tive system includes a proactive monitoring system as well as a reactive monitoring system. Monitoring systems provide in-
formation regarding how the safety management system is performing Proactive monitoring involves monitoring, evaluating
and checking on how well the system is performing before something happens. This can involve audits, inspections, self-
assessments, reviewing procedures, surveillance and surveys, such as health checks or employee attitude surveys. Reactive
monitoring involves recording information on the ways in which the system has faltered or failed. Typically, this involves
collating information on injuries and accidents, but could also include collating sickness absence and ill-health records. An
important part of reactive monitoring is effective investigation understanding how and why an incident happened can help the
company to learn valuable lessons regarding how the operation is actually performed or the effectiveness of preventative
measures.
Company proactive attitude and learning & sharing campaign is hard way undertaken to broadcast the Internal and External
occurrences which aim to avoid the reoccurrences.
Company recognise by active attitude to share information throughout all available means such as, but not limited to, DPA
and CSO Communications, Finaval News, Fleet Master and Fleet Chief Engineer Messages, Video Training, dedicated Train-
ing Session during Shore Seminaries, SHELL Maritime safety in partners programs, Healthy Ship program, Company re-
port’s comments, prior departure and on disembarkation briefing with Masters and Chief Engineer, MARS report, IMT safety
alert bulletin, Shipping Industry alert bulletin, Class and Flag State Circular.

ACT

The final step in the cycle is to review and act upon the information that has been gathered. This phase incorporates new in-
formation about changes in rules and regulations, lessons learned from within or outside the company, and advances in under-
standing and knowledge. The review process will help inform actions to be taken such as updating plans, re-visiting organisa-
tional arrangements, implementing new or revised measures, and adopting or adapting monitoring and evaluation processes.
The ISM Code also follows these principles:
Plan: Section 2, Safety and Environmental Protection policy
Do: Section 3, Company responsibilities and authority
Check: Section 12, Company verification, review and evaluation (as well as various other sections detailing the responsibili-
ties of individuals)
Act: Section 12, Company verification, review and evaluation (in particular Section 12.2) and Section 9, Reports and analysis
of non-conformities, accidents and hazardous occurrences.
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HIGH RELIABILITY ORGANISATIONS

DEFINITION

A high reliability organisation is an organisation, which, despite operating in an environment where hazards are numerous
and the consequences of failure catastrophic, manages its operations in such a way that its error rate is consistently very
low

CHARACTERISTICS

High Reliability Organisations (HROs) have a number of defining characteristics, of which the following are examples.

Leadership:

Leaders in HROs are visible leaders and engage with frontline employees through site visits so they have a much more real-
istic picture of operations. They are proactive in monitoring performance, commissioning audits on the basis of events in
the Company, and they are characterised by an ability to balance commercial and safety imperatives. They do this by em-
powering employees to make decisions that are safe in the short term, but profitable in the long term. Leaders in HROs are
recognised by the resources they invest in terms of staff and time not only to ensure operational safety, but also to respond
to unexpected events. They encourage and are receptive to bottom-up communications of "bad news" from frontline staff
so employees are not afraid to tell when things go wrong. Finally, their leadership style is described as management by
exception; leaders focus on the strategic direction of the company and do not interfere in operational decisions except to
intervene when there is an unplanned deviation.

Attitude:

An HRO's attitude to safety is characterised as being preoccupied with preventing failure, an HRO sees incidents and near
misses as the indicators of the health and reliability of the Company and views such errors as failings of the system rather
than as failings of an individual or department in terms of attitude towards authority, HROs are often organised hierarchi-
cally with clearly defined roles and responsibilities, but when emergencies occur, deference is switched to those with the
expertise rather than to those with status in the organisation. Lastly, their attitude to learning is demonstrated by the contin-
uous technical training that staff receive, the openness of communication and sharing of info operations and management,
and a commitment to learning from experiences and errors.

Culture:

HROs are described as having norms of behaviour that represent a just culture. Within such cultures, individuals can open-
ly report incidents and near misses without fear of punishment, but not all behaviour is tolerated. A line is drawn between
necessary violations due to inadequacies in equipment or the design of the working environment that make compliance
with procedures difficult, and those behaviours that are unacceptable or negligent and where disciplinary action is warrant-
ed.

MARINE SEP AREA
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SAFETY CULTURE AND SAFETY CLIMATE

Definitions

The terms safety culture and safety climate are often used interchangeably and there is no real consensus in the academic
world about the differences between the two concepts. The term safety culture is most often used to describe the underlying
assumptions members of an organisation make about safety; assumptions that are intangible and even unconscious yet gov-
ern their behaviour. Safety climate on the other hand can be thought of as the visible aspects of a company's approach to
safety; the attitudes and views expressed by its employees as well as the tools and techniques it uses for managing safety.
The metaphor of an iceberg is often used to differentiate the two, with safety climate representing visible, above the surface
aspects of safety in an organisation, and safety culture representing all those aspects that lie beneath the surface and out of
sight. Despite the confusion, it is important to be aware of the distinction between the two concepts. This is particularly so
when Company comes to measure its approach to safety. Company needs to consider the underlying assumptions as well as
the overt behaviours that drive safety performance in the Company and the most effective techniques for measuring safety
climate may not necessarily very effective at measuring safety culture and vice versa.

SAFETY CULTURE

The term safety culture has developed out of the idea that organisations have cultures; shared ways of acting, thinking and
feeling that define their approach to their business. Safety culture represents just one aspect of an organisation's culture and
pertains specifically to the types of thoughts, feelings and actions that are experienced and accepted by members of the
organisation in relation to safety. The safety culture of an organisation is often intangible and members of the organisation
may have a sense of what it is about but may not find it easy to describe or pin down. This is because it contains uncon-
scious beliefs about what is appropriate behaviour and accepted or unquestioned assumptions about the way things are done
in the organisation; for example, the belief that accidents are inevitable may underlie employees' approach to reporting ad-
verse events.
Due to its implicit and tacit nature, a company's safety culture may only be revealed through discussions with members of
the organisation on topics such as who is responsible for safety and how is behaviour disciplined or rewarded. The underly-
ing assumptions are both difficult to access and difficult to question or change unless they are brought to the surface. Indi-
viduals may not be fully aware of why they do the things they do, but through discussion of these topics, a picture should
emerge of the assumptions, beliefs and values that underlie the company's approach to safety and govern individual behav-
iour and safety performance.
Different types of safety culture have been described and in recent times, a debate has begun about whether organisations
should adopt a no-blame or a just culture as opposed to a blame culture.

MARINE SEP AREA
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The former (no-blame) is a culture where employees are encouraged to report their errors without the fear of punishment by
management. A "just culture" does not tolerate all unsafe behaviour, drawing a line between those behaviours that are cul-
pable such as substance abuse and those that are opportunities for learning.
For the organisations to develop an effective safety culture, such one a High Reliability Organisation might possess, they
need three sub-components in place:
 A reporting culture, where employees are prepared to report their errors and near misses
 A just culture, where a line is drawn between acceptable and unacceptable safety behaviours
 A learning culture, where the organisation has the willingness and the competence to draw the right conclusions

from safety information and the courage to make radical changes if necessary.

SAFETY CLIMATE

The term safety climate refers to employees' perceptions of how safety is managed in their organisation and what types of
safety behaviours are rewarded and punished by their managers and co-workers. There are a number of facets of safety
climate; aspects of an organisation's approach to safety thought to be important for influencing employees' perceptions and
different safety climate assessment tools measure different facets. However, there is disagreement about which facets are
important, but generally the following are thought to be key components of a safety climate:
 Management attitudes towards safety
 Importance of safety training programmes
 Effects of safe conduct on promotion and social status
 Levels of risk and workload at the workplace
 Status of the safety committee and key safety individuals such as the safety officer.
 
An important aspect of safety climate is the extent to which the employees perceptions are shared; the more similar em-
ployees’’ perceptions are regarding safety, the more similar their attitudes towards behaving safely should be. When em-
ployees' shared perceptions are positive, for example they believe management is committed to safety, then their safety
motivation should be positive too. This will be reflected in the numbers of injuries and accidents individuals suffer. The
stronger the safety climate, in theory, the fewer accidents an organisation should experience. If, however, employees'
shared perceptions are negative, for example they perceive that production is favoured over safety or the status of key safe-
ty individuals is low, then the poorer their attitudes to safety will be and this will be reflected in their safety motivation,
and, ultimately, accident and injury rates in the organisation.

In sum, a good (positive, strong) safety climate should predict positive safety outcomes. However, the relationship between
perceptions and behaviour is far from perfect and the direction of the cause is unclear and accidents, but that fewer acci-
dents lead to more positive perceptions. Nevertheless, it is generally held in the safety research community that having a
good safety climate is good for business terms of safety outcomes

MARINE SEP AREA

Paolo Pandolfi
(p.pandolfi@finaval.com)
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Cyber Security—Best Practices on board
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BEST PRACTICES FOR IT SECURITY ON BOARD

CHOOSE CAREFULLY THE PASSWORD

The password is the most frequently used tool to authenticate on a digital device and thus access data or

perform control actions. Password quality is essential for proper protection of information and on-board

equipment.

A "strong" password is a password that is difficult to imagine by specific means, but easy to remember. It must have at least
8 characters (ideally 12) of different types.Choose passwords that can not be linked to you (name, date of birth, etc.) and that
can not be found in the dictionaryUse different passwords to authenticate on different systems. Especially passwords that
protect personal use (personal messages, commercial sites, etc.) must never be reused in a professional context.Do not store
your passwords in files. If you want to save your passwords, use specific dedicated solutions.Update passwords periodically
and always reset them when each user changes.

On board:
always define the rules (length, complexity, etc.) and the precautions for the use of passwords and make sure that they are

respected;
systematically change passwords;
do not store passwords in files or on post-it;
when surfing the Internet, do not store your passwords in browsers, especially when using a public or shared computer;
in case your PC does not already do it automatically, it is necessary to block or minimize the automatic blocking times of

your work session, even during a short absence from your workstation, in order to prevent unauthorized access.

USE THE E-MAIL WITH ATTENTION

Emails and attachments play a key role in the most common attacks on computers (fraudulent e-mails,

trap attachments generally in pdf, etc.). Opening malicious e-mails can damage your computer and affect

the entire information system, infecting all on-board computers accordingly.

When you receive the emails, take the following precautions:

 the identity of the sender is never guaranteed, so you must always check the consistency between the alleged sender
and the content of the message and check his identity. If there is any doubt, do not hesitate to contact the sender di-
rectly;

 take the utmost caution with e-mails, especially those of advertising and offers - often automatically stored in the
"spam" folder - as this is not always the case and any attachments (especially pdf) are the primary means for the intru-
sion or possible cyber attacks;

 do not open attachments sent by unknown senders or with an unusual title or format;

 in the e-mail replies, always verify the sender's identity; in doubtful cases, verify the sender even after a prior verifi-
cation call;

 never provide personal or confidential data via e-mail (PINs, codes, personal identification documents, credit card
numbers, etc.). Undoubtedly, some e-mails (phishing) imitate the appearance and content of well-known and well-
known institutions to steal your data;

 do not open or forward requests for solidarity, virus alerts, etc .;

 always disable the automatic opening of downloaded documents.
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SEPARATE PROFESSIONAL USE FROM PERSONAL USE

The use and security measures are different on personal equipment compared to professional ones (laptops,
smartphones, etc.).

The use of personal equipment in a professional context may affect the security of the ship's or company's data (theft or loss
of equipment, intrusion, lack of control of how they are used, loss of data in the event of a crew member landing , etc.).

It is therefore recommended to separate personal use from professional use:

 do not send professional e-mails to private addresses;

 do not use personal storage devices (USB keys, external hard disk, cloud ...) to store information about the ship or
your company;

 do not connect personal devices on the ship or company systems;

 regularly save your personal data on other devices.

PAY ATTENTION WHEN YOU USE INTERNET

Take care of your digital identity and your personal and professional information.

The information you leave on the internet is no longer under your control. Malicious people can collect your personal infor-
mation, without you being aware of it, to imagine, for example, your password, trap you with personalized emails, access
your computer systems, etc.

Limit the dissemination of your personal information on internet:

 be cautious when asked to fill in forms; transmit only the strictly necessary information and remember not to open
the sites that would allow the storage or sharing of your personal data;

 minimize your professional information on social networks and be cautious when interacting with other users, espe-
cially if not known or using fancy names;

 pay attention to links (automatic links) that can cause damage by introducing viruses into your operating system;

 regularly check your coordinates regarding the security and protection of your personal data;

 use multiple e-mail addresses dedicated to your various activities on the internet.

Be careful when making payments on the internet.

When making purchases online, it is possible that your bank details can be intercepted by hackers, directly from your com-
puter. Therefore, before making an online payment, you need to check some items on the website:

 check the presence of a padlock on the address bar (note: this lock is not visible on all sites);

 make sure that the address starts with https: //

 check that the address is correctly written;

 NEVER transmit the four digits of the PIN of your credit card and do not hesitate to contact your bank to find out the
options for a secure payment;

 for payments use prepaid cards with a maximum available budget always almost commensurate with the purchase
needs.
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ACQUIRE SOFTWARE FROM THE PRODUCER’S OFFICIAL SITE

If you download the contents of a website that is not reliable, you run the risk of installing a "malware" on your com-
puter. This can allow hackers to take control of your computer remotely and potentially on the computer systems on
board, in order to spy and / or steal your data or professional data or launch attacks.

In this context, to ensure the security of your computer, your data and those of the vessel:

 do not download software from sites that have doubtful content. Relying only on reliable websites;

 remember to deselect all the appropriate boxes to disable the installation of additional software;

 pay attention to sponsored links;

 disable the automatic file dump openings;

 check the software installed on your computer devices;

 avoid installing "applications" (so-called "Apps") that are not necessary to occupy parts of the memory of your PC
but can also hide systems to acquire business or personal data (such as your GPS position);

 use up-to-date, original and therefore certified antiviruses.

Pay attention to the use of your smartphone or your tablet as for your computer.

Although they offer innovative services, smartphones are not secure at all.

It is therefore essential to follow some basic rules:

 install only the applications (necessary and check to which your data / information the App you are using can access
(location, contacts, phone calls, etc.);

 in addition to the PIN code that protects the SIM card, always use a password (or alternative systems such as finger-
prints, facial profile, etc.) to access your device and configure it to block it automatically;

 make regular backups of the data that you keep on your smartphone on an external support, also due to the reduced
memory capacity of these devices;

 do not store passwords on your smartphone;

 avoid the installation of Apps that require access to data that are not necessary for their operation.

Protect your electronic devices during transfers / trips.
During your transfers / trips, or when you go ashore even for a few hours, pay attention to or limit the electronic devices to
carry with you (laptops, tablets, smartphones, etc.).
In particular:
 when you leave the ship to avoid, if possible and without service requirements, to bring with you professional mobile

devices of the Company or of the ship which in case of loss / theft can endanger the information contained;

 keep your devices and storage media with you (do not leave them in an office or unattended rooms, at most in a hotel
if you can not do without using the hotel safe);

 disable Wi-Fi and Bluetooth when not using the devices;

 if you have to leave the phone, switch it off and, if possible, remove the SIM card and if possible the battery;

 keep in mind that your mobile phone is always localizable from external sources and can be intercepted and listened
to (in case you need to remove the battery or even store it in shielded containers);

 inform your direct responsible in case of loss, theft, or inspection or seizure of your service device and / or private by
government authorities including foreign;

 never connect the device to an unreliable device;

 reject any forced connection of a device that initially rejects the connection;

 be careful and in principle never use USB keys offered as a gift / advertising: damaged USB keys can be
used by hackers to infect electronic devices with malware.

Finally, to complete these recommendations, remember to always read the manual and the information security in-
structions of your company and if you do not have them always ask for them.

Chiara Zoccolillo
(c.zoccolillo@finaval.com)
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The Central Credit Register in the Bank of Italy

The Central Credit Register (CR) is an information system on the debt of customers to banks and financial companies
(intermediaries).

The intermediaries report the total amount of customers' borrowings to the Bank of Italy on a monthly basis: loans exceeding
€ 30,000 or more and non-performing loans of any amount.

The Bank of Italy provides monthly information to intermediaries of the total debt to the credit system for each customer
reported.

The Central Credit Register aims to:
 improve the process of assessing customers' creditworthiness;
 to raise the quality of credit granted by intermediaries;
 strengthen the financial stability of the credit system.

The Central Credit Register favors access to credit for "worthy" customers.

The data of the CR are reserved. Those who want to obtain information regarding their position at the Central Credit Regis-
ter can contact the branches of the Bank of Italy. To correct any errors in reports, those concerned must contact the interme-
diary directly.

The Italian Central Credit Register has adhered to the data exchange among European Central Credit Registers as governed
by the Memorandum of Understanding (2010).

The request for Central Credit Register can be carried out by:

 natural persons in whose name the information is recorded, or their guardian, curator or heir (including the
person called to the inheritance)

 legal persons, such as companies, associations, bodies and organizations, whose data may be requested by:

 the legal representative

 the bankruptcy trustee or other insolvency body responsible for representing companies

 the subject equipped with "general power of attorney" or "special power of attorney" and the legal defender equipped
with "power of attorney"

 statutory auditors and auditors of companies, entities, etc.

The interested party must:
 complete the form and sign it;
 attach the legible photocopy of their identity document to the form in the case of requests sent by post, fax, certified e

-mail (PEC) or presented at the counter without signature in the presence of the person in charge.

The request can be sent to one of the branches of the Bank of Italy by post, certified e-mail (PEC) and fax, or delivered in
person or through a delegate.
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The Bank of Italy normally sends data by post or certified e-mail (PEC).

The CR of the second previous month is available by the 5th of each month. For example, the Central Credit Register of June

2018 is available by August 5, 2018, and so on.

It is possible to request the intervention of the Bank of Italy to obtain the dissolution of the corporate bond from partnerships

for shareholders who have sold their share, have been debited or if the company has been deleted from the Register of Com-

panies from banks and financial companies.

Banks and financial companies are responsible for the accuracy of the reports sent to the Central Credit Register. Any com-

plaints or requests for correction of the data collected in the Central Credit Register must therefore be addressed to

banks and financial companies, which are required to cancel and correct erroneous reports as soon as possible.

If the Bank of Italy becomes aware of any errors in the data collected in the Central Credit Register, it will ask banks and

financial companies to check the information and correct it as necessary.

The Central Credit Register has become fundamental in the Bank / Business relationship, especially as of 2012.

In fact, the new rule regarding the reporting of overdrawn risks became effective on January 1, 2012: banks must report

overdue or overdue receivables for 90 days and over, instead of 180 days and over (so-called past due), as established by

Basel 2, an agreement among the central banks of the G10 countries on capital requirements of banks.

The purpose of the rule was to improve credit processes, so as to guide credit choices in the provision of credit and in the

pricing of loans, all for reasons related to the general interest pertaining to the soundness of the various players operating on

the market.

The problem is, therefore, that Basel 2 qualifies overrun in excess of 90 days as default, with serious repercussions on the

possibility of accessing loans and related conditions, which would be disproportionate in many cases compared to an overrun

that has always been perceived and treated as merely 'technical' (obviously there are other cases where the report gives cor-

rect evidence of a company’s situation of imbalance).

Giovanni Valenti
(g.valenti@finaval.com)
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Parliamentary Commission of Inquiry on Environmental illicit affairs

In the past few days, the Official Gazette published art l. of the n. 100/2018 concerning the establishment of a parliamentary

commission of inquiry into environmental offenses and illegal activities related to waste.

The news. In accordance with Article 82 of the Constitution, a parliamentary commission of inquiry was established for the

term of the 18th legislature on illicit activities related to the waste cycle and environmental offenses. The role of the commis-

sion is to: carry out investigations aimed at shedding light on illegal activities connected to the waste cycle and the organiza-

tions involved; identify connections between the aforementioned illicit activities and other economic activities, with particu-

lar regard to the traffic of waste materials within municipalities and provinces; identify illegal activities connected to cross-

border illegal traffic of waste (including ships); verify possible existence of unlawful conduct within the scope of the central

and peripheral public administration; verify possible existence of illegal activities related to reclamation activities and inte-

grated water service; verify the correct implementation of the current environmental legislation, also by carrying out inspec-

tions, with the same powers and limitations recognized to the judicial authority, reporting annually to the Chambers upon

completion.

The Commission consists of 15 senators and 15 deputies, appointed respectively by the President of the Senate and the Presi-

dent of the Chamber.

It may obtain copies of documents and documents relating to ongoing proceedings and investigations with the judicial au-

thority, ensuring observance of the secrecy regime.

Roberto Rovesti & Andrea Mussini
(r.rovesti@finaval.com / a.mussini@fhgroup.it)
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Tanker Monthly Report—Jul 2018
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Carmen Ortolano
(c.ortolano@finaval.com)


